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Knowledge
K1: the causes and consequences of network and IT infrastructure failures X X
K2: the architecture of typical IT systems, including hardware, OS, server, virtualisation,
voice, cloud, and applications X X X
K3: the techniques for systems performance and optimisation X X
K4: diagnostic techniques and tools to interrogate and gather information regarding
systems performance X X X
K5: organizational procedures to deal with recording information effectively and in line
with protocols X X
K6: Service Level Agreements (SLAs) and their application to delivering network
engineering activities in line with contractual obligations and customer service X
K7: their role in Business Continuity and Disaster Recovery X X
K8: the purposes and uses of ports and protocols X X X
K9: devices, applications, protocols, and services at their appropriate OSI and/or TCP/IP
layers. X X X
K10: the concepts and characteristics of routing and switching X X X X
K11: the characteristics of network topologies, types, and technologies. X X X
K12: wireless technologies and configurations. X X X
K13: cloud concepts and their purposes. X X
K14: functions of network services X X
K15: the different types of network maintenance X
K16: how current legislation relates to or impacts occupation X X
K17: troubleshooting methodologies for network and IT infrastructure X
K18: how to integrate a server into a network X X X
K19: the types of security threats to networks and IT infrastructure assets X X X
K20: how to use tools to automate network tasks X X X X
K21: approaches to change management
Skills
S1: apply the appropriate tools and techniques when securely operating and testing
Networks X X X
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Knowledge

K1: all stages of the software development life cycle (what each stage contains, including the X X X

inputs and outputs)

K2: roles and responsibilities within the software development lifecycle (who is responsible X X X

for what)

K3: the roles and responsibilities of the project life cycle within your organisation, and your X X X X

role

K4: how best to communicate using the different communication methods and how to adapt X X X

appropriately to different audiences

K5: the similarities and differences between different software development methodologies, X X X

such as agile and waterfall.

K6: how teams work effectively to produce software and how to contribute appropriately X X X

K7: software design approaches and patterns, to identify reusable solutions to commonly X X X X

occurring problems

K8: organisational policies and procedures relating to the tasks being undertaken, and when X X X X

to follow them. For example, the storage and treatment of GDPR sensitive data.

K9: principles of algorithms, logic and data structures relevant to software development X X X

Skills

S1: create logical and maintainable codes X | X X X | | | | | X X X
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